
Audit and Governance Committee 

Date: 30 October 2020 Agenda Number: 

Title of Report Annual review of the Council’s use of the Regulation of 
Investigatory Powers Act 2000 (RIPA) 

Purpose of Report To inform the Audit and Governance Committee regarding the 
Council’s use of Directed Surveillance and Covert Human 
Intelligence Sources during 2019/2020.

Recommendations That the Audit and Governance Committee:

1. Notes the use of surveillance activities across the 
Council.

2. Agrees the conclusions of this report and confirms  the 
current procedural guidance and the arrangements for 
authorising applications remain fit for purpose

Reason for 
Recommendation

 To comply with the recommendation contained in the 
statutory Code of Practice.

 To satisfy the Committee that Officers using surveillance 
techniques are doing so in an appropriate manner

Report submitted 
by

Karen Smith, Head of Regulatory Services and Consumer 
Protection
karen.smith@gloucestershire.gov.uk
01452 887671.

Executive Summary

The Regulation of Investigatory Powers Act (RIPA) came into force in 2000. The Act 
allowed:

 Councils to carry out covert surveillance of alleged offenders and to instruct 
individuals to form relationships with the intention of obtaining information for 
the prevention and detection of crime. 

 Compliance with RIPA ensures that the surveillance actions taken by the 
Council are acceptable interference of qualified rights within the Human 
Rights Act 1998, in particular the right to privacy and the right to a fair trial, 
when gathering evidence in preparing cases for Court.

 In accordance with the guidance issued by the Home Office to support the 
statutory Codes of Practice, it is recommended that Councillors are involved 
in an annual review of RIPA policies.

This report provides the annual review for 2019/2020

mailto:karen.smith@gloucestershire.gov.uk


1.0 Introduction

1.1 When undertaking its functions the Council must comply with the 
Human Rights Act 1998.  Article 8 establishes a qualified right to 
respect for private and family life.  In certain circumstances that right 
may be interfered with.

1.2 The Regulation of Investigatory Powers Act 2000 (RIPA) provides a 
statutory framework under which the Council may interfere with this 
right.

2.0 Background

2.1 Authorisation can only be granted where interference is 

(a) In accordance with the law;
(b) Necessary; and
(c) Proportionate.

2.2 Under RIPA, the Council may seek authorisation to permit directed 
surveillance, the use of Covert Human Intelligence Sources (CHIS). 
Directed surveillance is defined as any ongoing monitoring or 
observation activity undertaken by an officer of the Council designed to 
obtain information about the subjects movements, conversations, 
communications, etc. where the subject remains unaware of the 
activity.

2.3 The Council’s use of RIPA is tightly controlled.  All authorisations are 
subject to approval by the Magistrates’ Court and the use of directed 
surveillance and acquisition of communication data should only be 
permitted for :

(a) The prevention or detection of criminal offences (at least one of 
which must be punishable by a maximum of at least 6 months 
imprisonment) or

(b) Prescribed offences relating to the underage sale of alcohol or 
tobacco.

2.4 By law, elected members are not permitted to be involved in any 
individual application/authorisation, however paragraph 3.35 of the 
Covert Surveillance and Property Interference Code 2018 (‘the Code’) 
states that: 

”Elected member’s of a local authority should review the authority’s use 
of the 2000 Act and set the policy at least once a year.  They should 
also consider internal reports on the use of the 2000 Act on a regular 
basis to ensure it is being used consistently with the local authority’s 
policy and the policy remains fit for purpose.”

3.0 Oversight of RIPA activities



3.1 RIPA and associated statutory Codes of Practice prescribe the 
information to be included in an application to carry out surveillance 
activities and the thresholds to be met before applications can be 
approved.

3.2 All authorisations for surveillance activities carried out by 
Gloucestershire County Council under RIPA must be independently 
reviewed and approved by a Magistrates’ Court.

3.3 The Investigatory Powers Commissioners Office (IPCO) carries out 
scheduled audits of the use of RIPA by Local Authorities to monitor 
quality of applications and compliance with the Codes.  These 
inspections are carried out approximately every 3 years, the last 
inspection of this Council was carried out on May 30, 2019.

4.0 Annual review of  the use of RIPA – 1 April 2019 to 31 March 2020

4.1 During the review period training was delivered to key managers , 
including designated authorising officers and the Senior Responsible 
Officer, and to the 11 officers most likely to undertake covert 
surveillance under RIPA (Trading Standards Officers).  The Council 
now has competent practitioners and resilience in the authorising 
officer role

4.2 The Council’s procedural guidance was reviewed by a working group 
consisting of the Assistant Director of Legal Services, the Head of Audit 
Risk Assurance and the Head of Regulatory Services and Consumer 
Protection (an authorising officer) in July/August 2020

. 
There was one recommendation included at Section 6.0 below (line 06 
in the table) 

4.3 The Councils’ use of RIPA was internally reviewed by the Assistant 
Director of Legal Services acing as Senior Responsible Officer under 
the Code of practice.

There were two recommendations included at Section 6.0 below (line 
07 in the table)

4.4 During this period there were no applications to use covert human 
intelligence sources (CHIS), including applications relating to juvenile 
CHIS.

4.5 During this period there were three applications submitted for Directed 
Surveillance authorisation, all of which were authorised and all of which 
were granted judicial approval.  



Activity authorised Nature of offence 
under investigation

outcome

Directed Surveillance Illegal Tobacco sales 
from retail premise

Given location of premises, 
prolonged effective surveillance 
was not possible without 
deploying specialist equipment 
which was not available at the 
time.  Investigation remained 
ongoing

Directed Surveillance Breach of 
disqualification from 
keeping livestock 
following prosecution for 
animal welfare offences

Prosecution.

Directed Surveillance Illegal Tobacco sales 
from retail premise

Seizures of illegal tobacco.  
Investigation competed, 
awaiting Counsel opinion.

4.6 All of these Directed Surveillance operations were concluded during 
this period.

5.0 Progress against previous matters outstanding from the previous report

5.1 The following table sets out progress against recommendations from 
the report made to this Committee in July 2019.

Observation by the 
Chief Inspector 
during the 
inspection

Officer 
recommendations to 
address observations

Progress to date

01 The Internet Policy 
should be further 
revised to include 
reference to the 2018 
Code of Practice.

An observation is 
therefore offered that 
the internet policy be 
further revised to 
include clear reference 
to paragraphs 3.10 to 
3.17 (surveillance) and 
paragraphs 4.11 to 
4.17 (CHIS) of the 
codes of practice (2018 
editions)

…the section covering 
the use of the Internet 
(Section 3, Page 9) 
would benefit by way of 

It is proposed that the 
‘internet investigations’ 
section of the RIPA 
Procedural Guide be 
amended to include specific 
reference to these sections 
of the codes of practice.

Discussion with the owner 
of the social media policy 
should be considered to 
determine whether that 

This recommendation is 
ongoing. 

This recommendation is 
ongoing
 



reference to the 
relevant paragraphs of 
the revised codes of 
practice.
[4.2 and 5.3.1] 

policy should also be 
amended in response to the 
observation.

02 Training

The excellent strategic 
RIPA training plan in 
place for 2019/20

It is proposed that the 
training plan, attached at 
Annex B. is implemented 
throughout the year.

The plan will also include 
training in other aspects of 
investigation which will 
complement Officer’s 
understanding RIPA and 
help contextualise the need 
for accountability for 
surveillance style work 
across the whole County 
Council.

 RIPA training for 
Authorising Officers 
and managers – 
completed

 RIPA training for 
investigators –.partially 
delivered.

The working group is 
currently drawing up 
material in conjunction 
with the communications 
team to raise awareness 
with GCC officers and 
supervisors who may 
carry out surveillance 
activities beyond the 
limited applications 
regulated under RIPA

 Wider legal process 
training (recognised by 
the inspector as an 
excellent example of an 
holistic approach to 
surveillance regulation.). 

Delivery of training 
identified but not yet 
delivered is dependant on 
the ability to secure 
funding.

03 Internal Audit

The excellent process 
in place for an annual 
review of authorisations 
and procedures by the 
Senior Responsible 
Officer.

The County Council has 
concluded a review of the 
authorisations up to 1 April 
2019.  

It is proposed that the 
Senior Responsible Officer 
should repeat the review for 
the financial year 2019-
2020 to maintain a high 
level of scrutiny of RIPA 
authorisations.

Audit completed.

The Central Record of 
Authorisations did not include 
either a ‘brief summary of 
investigations’ or an 
‘indication of whether the 
urgency provisions’ had been 
used as required by the Code 
of Practice.

These recommendations 
have been actioned and the 
SRO is satisfied the Central 
Record is now compliant.



04 RIPA Collaboration

Significant opportunity 
exists to collaborate 
across Gloucestershire 
local authorities.

It was abundantly clear 
during the operation 
that significant 
opportunity exists 
within Gloucestershire 
for wider collaboration 
on RIPA structures 
between the County 
Council and the six 
District Councils….  
Whilst there is some 
synergy between those 
that share legal 
services, each authority 
operates independently 
in their approach to 
covert investigation… 
There are a number of 
regional collaborations 
in place across the UK 
where local authorities 
have implemented a 
single operating model 
that brings efficiencies 
alongside increased 
knowledge and 
confidence in the 
application of RIPA.  
Some of these 
collaborations have 
gone as far as creating 
a single joint 
investigating team, 
whilst others have 
found financial and 
operational efficiencies 
by just collaborating on 
areas such as a single 
procedures and 
guidance document 
and joint training…
If this is a concept that 
the respective Council; 
Chief Executives would 
like to scope and 
explore further, the 
Investigatory Powers 
Commissioners will 

It is proposed that steps are 
taken to consider 
opportunities for extending 
the planned training to 
include Officers from the 6 
District Councils.

And to share this 
observation with the Senior 
Responsible Officer and 
Chief Executive of each of 
the Districts to open 
communication and explore 
opportunities for 
collaborative working.

Shared training opportunities 
will be explored if further 
training can be delivered.



provide guidance and 
support…
[5.3.7 to 5.3.10]

05 Non RIPA

Use of RIPA 
terminology should be 
avoided for activity that 
falls outside the 
requirements of 
legislation. 

This observation 
relates to 
authorisations for 
surveillance activities 
which the County 
Council as part of its 
overarching functions 
which sit outside the 
protections afforded by 
RIPA authorisations.

It was agreed by the 
Chief Inspector that 
there are some 
instances where the 
County Council may 
wish to employ 
surveillance activities to 
gather evidence in 
relation to matters 
which do not meet the 
serious crime threshold 
applied by RIPA.  
Application of this 
parallel system affords 
the County Council a 
robust mechanism for 
challenging the use of 
surveillance, ensuring 
such activities are 
proportionate, legal, 
necessary and 
accountable and 
recording the rationale 
behind each authorised 
application.

To avoid confusion and 
maintain the distinction 
between RIPA and the 
Non-RIPA process it 
would be advisable to 
avoid the use of the 

It is proposed that the 
Procedural Guide is 
reviewed to ensure Officers 
understand when activities 
fall under the remit of RIPA 
and when they are 
authorised under the 
Council’s process.

And copies of the official 
forms used to apply for 
authorisation to carry out 
surveillance, to review 
authorised surveillance and 
to renew surveillance 
activities are amended to 
remove reference to RIPA 
and are made available to 
via StaffNet alongside the 
Procedural Guide.

In addition, further training 
to be rolled out to ensure a 
consistent application of the 
process for seeking 
authorisations for non-RIPA 
surveillance activities.

This recommendation is 
ongoing

This is addressed in line 02 
above



term directed 
surveillance and delete 
any reference to RIPA 
on the application 
template.
[5.4.4]

6.0Recommendations arising from the 2019/2020 review

Observation by 
the Senior 
Responsible 
Officer 

Officer 
recommendations to 
address observations

Progress to date 

06 The Procedural 
Guidance does not 
place any 
requirement on the 
authorising officer 
to record contact 
details where 
surveillance activity 
requires the 
deployment of 
covert equipment 
by a third party

The Procedural Guidance is 
to be updated to include this 
requirement so they the 
authorising officer as well as 
the applicant has the ability to 
order cessation of 
surveillance activities

Procedural Guidance updates 
will be actions at the same time 
as amendments identified in line 
01 are implemented.

The Central Record of 
Authorisations has already been 
updated to reflect this 
requirement.

07 The Central 
Record of 
Authorisations 
does not 
adequately record 
whether ‘urgency 
provisions’ have 
been used to 
authorise 
surveillance 
activity.

The Central 
Record of 
Authorisations 
does not include an 
adequate brief 
summary of the 
surveillance activity

The Central Record of 
Authorisations be updated to 
reflect these requirements

Complete

7.  Conclusions 

7.1   Officers propose to proceed with the outstanding recommended actions 
in response to the Chief Inspector’s observations and the Senior 
Responsible Officer’s audit with priority given to raising awareness of the 
procedural guidance across the whole council following the plan in 
Annex A below. Members are asked to confirm their support   



 
7.2   Officers will provide a further annual report to the Audit and Governance 

Committee in July 2021 updating on the progress regarding the 
recommendations and informing them on the Council’s use of RIPA for 
the Committee’s further consideration.



ANNEX A

Summary Communications plan – covert surveillance

Significant milestones

Phase 1

August/September 2020

Design and produce information for a bespoke StaffNet page to begin awareness 
raising to allow managers to recognise covert surveillance activities in their own 
service area.  To include basic definitions and an FAQ page or similar.

Phase 2

October 2020

Produce a Director or Assistant Director message for Talk Smart/ Manager’s Briefing 
or similar signposting service managers to the bespoke StaffNet pages generated in 
Phase 1

Consider a brief survey or similar to encourage service managers to consider 
working practices in their areas and identify potential for covert surveillance activity.

Phase 3

Proposed January 2021 but dependant on available funding

Training for service managers, linking covert surveillance policy to complementary 
policies such as information management and social media.


